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1 Introduction

In December 2020, QIAGEN's new connectivity solution QlAsphere was launched. QlAsphere-
ready Instruments, e.g., QlAcube Connect, can be connected via the QlAsphere Base to the new
QlAsphere App which is now available in local and cloud-connected mode to be network

independent.

Existing QlAcube Connect instruments with QlAsphere Base older than December 2020 can
connect to QlAsphere as well. You only have to update the respective QlAsphere Base device

(formerly known as Q-Base) once fo the latest software version 2.0.0.

This installation guide provides detailed instructions on how to update the QlAsphere Base software
to version 2.0.0. In addition, it provides instructions on how to set up QlAsphere in cloud or local
mode. If you need detailed installing information, refer to the QIAsphere user manual.

(www.giagen.com/qiasphere).
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2 External Features of QlAsphere Base (Q-Base)
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Front View of QlAsphere Base

Rear View of QlAsphere Base
1 Status LEDs: User1, User 2, 5 Two USB ports
User 3, and User 4
2 Power LED: Blue LED indicator 6  Service panel (includes microSD card slot, factory reset
for power On/Off button, and backup battery)

3 ETH1 Ethernet port: Connect 7 Power cord socket
QlAsphere Base to local
network

4 ETHO Ethernet port: Connect
QlAsphere Base to personal
computer

For more details regarding hardware features, refer to the user manual provided by Eurotech:

https:/ /www.eurotech.com/en/products/iot/ multi-service-iot-edge-gateways/reliagate-10-12.
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3 Updating QlAsphere Base Software

Updating QlAsphere base software is done using a personal computer (PC) and the Q-Base
Administration Portal (QBAP). For the update process, both PC and QlAsphere Base need to be
connected to the same local network. Therefore, QlAsphere Base can be connected to Wi-Fi or

wired Ethernet network.

Before you start, open the service panel and check the two jumpers as marked in the figures below,
and make sure that they are in the correct orientation. If not, unplug the left jumper by pulling it out

and plug it in again as demonstrated on the left figure.

Correct Wrong

Open service panel with jumpers in correct and wrong orientation

3.1 Required material

® QlAsphere Base update package downloaded as a ZIP file from www.qiagen.com/qiasphere.
® QlAsphere Base and power cord received with QlAcube Connect or Connectivity Package.

® Personal computer

® 1x Ethernet cable to connect the QlAsphere Base to personal computer.

® Network connection: 1x Wi-Fi/Bluetooth dongle (received with QlAcube Connect or Connectivity

Package) or 1x Ethernet cable
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3.2 Connecting QlAsphere Base to your network

To update the software, the QlAsphere Base needs to be initially set up and connected to your local
network. The QlAsphere Base can be connected to Wi-Fi or wired Ethernet network. If you are

using QlAsphere Base already and it is connected to a local network, proceed with section 3.3.

The QlAsphere Base is configured using the QlAsphere Base Administration Portal (QBAP) launched
in a web browser on a PC. During network configuration, QlAsphere Base and PC are directly

connected using Ethernet cable. In the QBAP menu, QlAsphere Base is abbreviated as Q-Base.

1. Optional: Perform a factory reset as described in section 4 when the QlAsphere Base has

been setup up before and you do not remember your self-defined QBAP password.

2. For wireless network connection, insert Wi-Fi/Bluetooth dongle into one of the QlAsphere
Base USB ports and power up the QlAsphere Base by plugging in the power cord into an
appropriate power socket. Wait for approximately 5 to 10 minutes until User 1 LED is on.

For wired Ethernet connection, connect the QlAsphere Base ETH1 port to a wired network and
power up the QlAsphere Base by plugging in the power cord into an appropriate power
socket. Wait for 20 seconds until User 2 and 4 LEDs are on.

3. Connect your PC to the QlAsphere Base ETHO port using Ethernet cable.

4. Open a web browser (e.g., Chrome™ or Mozilla® Firefox) on your PC and launch the QBAP
by entering this URL: https://172.16.0.1.

Note: Use a recent browser. Older browsers (like Internet Explorer®) may not correctly display
all features of the QBAP.

Note: QlAsphere Base uses a self-signed certificate for the hitps connection. Therefore, the
browser may issue a security warning. Ignore the warning or add an exception to access the
QBAP.
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5. The QBAP login screen appears. Enter the default user name admin and password
Qiagen123, then click Sign in.
Note: If you have configured the QlAsphere Base before, use the password that you have set
after the first log in and proceed with step 8.

, - o x
Neuer Tab x ) QBase x  +

C A Nichtsicher | 172.160.1 T O
i3 Apps i Intranet g QlAcube Connect 7 Services fur Mitarbe.. 4 Home | Salesforce  [8] LS Automation Tool Linguee Deutsch-E.. @ QIAGEN Digital Libr. »

Login

User Name:

Network Settings
admin

o Password:

Maintenance |

System Time Settings m

=)

Instrument
Administration

-

6. Change the password as prompted according to the provided password guidelines, then click
Change password.

Note: Note down the new password.

= o x
Neuer Tab X 5 QBase x  +

< X A Michtsicher | 1721601 * 0

& Home|Salesforce [8] LS Automation Tool. Linguee Deutsch-E.. @ QIAGEN Digital Libr... »

Change password

Current Passowrd* : Password Instructions:
Network Settings
"* " marked fields are mandatory

o New Password* - Password has to be at least 8 characters long and
Maintenance must contain at least one character from each of the
following groups

Confirm Password® : + uppercase letters[A-Z]

System Time Settings - lowercase lettersia-z]
« numbers[0-9]
[ + special characters]l @ # 5 % * .|

Instrument
Administration

C2

Sign Out
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7. The QBAP home screen is displayed. Select the Network settings menu and proceed with

section 3.2.1 or 3.2.2 to set up wireless or wired network connection.

— — [m) X
Neuer Tab X =) Q-Base X +
< C A Nichtsicher | 172.16.0.1 * O
Intranet g QlAcube Connect 2 Services fir Mitarbe... @ Home | Salesforce m LS Automation Tool... Linguee Deutsch-E.. @ QIAGEN Digital Libr... »

Q-Base Administration Portal

Welcome to Q-Base

Network Settings Software Version: 1.1.0
o System date and time: Thu Oct 22 07:29:03 UTC 2020
Maintenance

©

System Time Settings

=

Instrument
Administration

=

Sign Out

3.2.1  Wireless network connection

1. To search for available Wi-Fi networks, select the WLAN tab of the Network Settings screen
then click Scan.

Newer Tob x & QBase x4+ -nx
< C A Nichtsicher | 172.160.1/QBAP * O
[ — B s o w

Q-Base Administration Portal

Network Settings
Network Settings ™ woan
Maintenance Available Networks Network Settings Instructions
° Ssi % marked ields are mandtory
System e Setings After you have finished the configuration,
System Time Sefings. use the P Acdress below to connect
Stas: QiAcube Connect instruments and App to
the Q-Base.
Instrument Administration
Security Type: Onthe QlAcube Connect nstrumen
Sign out ‘configuration screen.
Password*

2. Check the Enable Communication box.

3. Enter the IP Address into the Q-Base URL
— @

2. Enter the IP Address into the respective
field

3. Press Connect

& 1P Adaress:
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2. Select the desired Wi-Fi network from the list of Available networks and enter the Wi-Fi

password in the password field. Click Connect.

Note: The server, SSID, and security type details will be automatically filled.

@ 121601 x [ Qe x4

tsicher | 172.16.0.1/QBAP;

@ QuGEN Digial .. b ShareFoint

Network Settings

Network Setings

LN WLAN
Maintenance Available Networks Network Settings Instructions
STP-LINK_BIRLIK ssin: “* " marked fields are mandatory
SQIAGEN lab1  you have finished the configuration,
System Time Settings After you have finished the configurat
SQIAGENGuest use the IP Address below to connect
= SPE Muohlo oV Status: QlAcube Connctinsuments 33 49p o
Instrument Administration “®SPE Muehle Mitarbeiter
FQIAGENGuest Security Type: Onthe QlAcube Connect instrument

® FMikroTik-2D3CB7

1.0pen he Q-Base t2b winin the
Sign Out SQIAGENGuest .

configuration screen
Password®
2. Check the Enable Communication box

3. Enter the IP Address into the Q-Base URL

4 Press Apply and follow the insiruction on
the screen,

Inthe QiAcube Connect App:

1. Press the Configuration icon.

2. Enter the IP Address into the respective
field

3. Press Connect.

& IP Address:

3. A confirmation about successful Q-Base connection appears. Click Ok.
P Hol . ) GEN Di
Auf 172.16.0.1 wird Folgendes angezeigt: |

Q-Base connected to WLAN successfully

4. You are automatically directed to the QBAP home screen. Note down the QlAsphere Base [P

address.

. - o0 x
@ 1721601 x [ QBase x 4+

<« C A Nichtsicher | 172.160.1 O
i it QAcube Connect 7 Services ir Mitarbe.. 9 Home |Salesforce [§] LS Automation Tool. Linguee DeutschE.. @ QAGEN Digital Lbr.. [ SharePoint [ Global Product Cha..  4p JRA »

Welcome to Q-Base

Network Settings Software Version: 1.1.0

o System date and time: Thu Oct 22 08:06:01 UTC 2020

Maintenance
Q-Base Connectivity: WLAN

) IP Address: 192.168.8.100
System Time Settings

(=

Instrument Administration

=

Sign Out
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5. Click Sign out and close the web browser window.

6. Remove the Ethernet cable between PC and QlAsphere Base ETHO port and proceed with

section 3.3.
3.2.2 Wired Ethernet network connection

Most Ethernet networks support automated IP address assignment using DHCP. In some special

cases, networks do not support DHCP. In this case, static IP settings can be configured.
Ethernet connection with DHCP

1. Select the LAN tab of the Network Settings screen.

- - o X
Neuer Tab X & QBase x  +

<« C A Nichtsicher | 172.16.0.1/QBAP/network * O

§ QlAcube Connect I Services fur Mitarbe.. @ Home |Salesforce  [€] LS Automation Tool. Linguee Deutsch-E. @ QIAGEN Digital Libr... (3 SharePoint »

Network Settings

Network Settings

o

Maintenance Lan Settings Instructions

LAN WLAN

DHCP (e static IP Manual "* " marked fields are mandatory

(0]

System Time Settings

After you have finished the configuration, use the IP
Address below to connect QlAcube Connect

IP Address* :
instruments and App to the Q-Base.
Aé%?lwllsr{‘rg{\‘:m Subnet mask® : On the QlAcube Connect instrument:
1. Open the Q-Base tab within the configuration screen.
Sign Out DNS Server: 2. Check the Enable Communication Dox.
Sign B

3. Enter the IP Address into the Q-Base URL text field
Default Gateway: 4. Press Apply and follow the instruction on the screen.

In the QlAcube Connect App:

2. Enter the IP Address into the respective field.

3. Press Connect.

i IP Address:

2. Select DHCP in the LAN Settings tab.
Note: The network settings for QlAsphere Base will be obtained automatically from the DHCP

server. No further input is required. It takes some seconds to get configured and connected.
3. A confirmation about successful Q-Base connection appears. Click Ok.
H| R be
Auf 172.16.0.1 wird Folgendes angezeigt:

Q-Base connected to LAN successfully

QlAsphere Base Update Installation Guide 12/2020



4. You are automatically directed to the QBAP home screen. Note down the QlAsphere Base IP
address, e.g., 192.168.8.104.

- - o X
Neuer Tab x [ QBase x  +
ra G A Nichtsicher | 172.16.0.1 * O
S Apps i Intranet s QlAcube Connect Z¥ Services fiir Mitarbe., @ Home | Salesforce  [€] LS Automation Tool, Linguee Deutsch-E. @ QIAGEN Digital Libr., €} SharePoint  »
gl

Q-Base Administration Portal

Welcome to Q-Base

Network Settings Software Version: 1.1.0

0 System date and time: Thu Oct 22 07:36:08 UTC 2020

Maintenance
Q-Base Connectivity: LAN

o IP Address: 192.168.8.104
System Time Settings.

&

Instrument
Administration

=

Sign Out

5. Click Sign out and close the web browser window.

6. Remove the Ethernet cable between PC and QlAsphere Base ETHO port and proceed with

section 3.3.

Ethernet connection with static IP

If you intend to connect QlAsphere Base to a LAN that does not support automatic assignment of
IP addresses (i.e., does not support DHCP), you might consult your IT service desk to provide
additional support and information on IP address, subnet mask, default gateway, and DNS server

for QlAsphere Base.
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1. Select the LAN tab of the Network Settings screen.

x4

Network Settings

Lan wLaN

Lan Settings.

DHCP o) Static IP Manual

1P Addrass s
Subnat mask® 1
DNS Server:

Default Gateway:

2. Enier 2 IP Agdress Into the respeciie el

3 Press Connaet

& 1P Address:

Select Static IP Manual in the LAN Settings tab.
Enter the IP address in the IP address field that should be used for the QlAsphere Base.

Optional: Enter the DNS server in the DNS server field.
Optional: Enter the IP address of the gateway in the Gateway field.
Click Connect.

Click Sign out and close the web browser window.

WV © N o 0~ 0N

Remove the Ethernet cable between PC and QlAsphere Base ETHO port and proceed with

section 3.3.

Enter the Subnet mask in the Subnet mask field that should be used for the QlAsphere Base.
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3.3 Updating QlAsphere Base software 2.0

When you have connected your QlAsphere Base successfully, proceed with the instructions below.
You need the QlAsphere Base IP Address that was displayed in the QBAP main screen after the

QlAsphere Base has been successfully connected.

In case your QlAsphere Base was already connected before and you are using QlAcube Connect
App, look up the QlAsphere Base IP Address in the bottom-left corner of the QlAcube Connect App

screen.

1. Download the QlAsphere Base Update Package as a ZIP file from
www.giagen.com/qiasphere and save it on an empty USB stick. Do not unzip the update
package.

Note: The file system of the USB stick must be FAT or FAT32. To check the file system, connect
your USB stick to your PC and open windows file explorer. Rightclick on the USB drive and
choose Format. If the File system does not show FAT or FAT32, select it from the file system
dropdown list and click Start. You may want to save your installed files before, because data
on the USB stick will be erased.

Format Tl (H:) ot
Capacity:

10.2G8 ~
Eie system
[FaT32 (Defeul) |
NTFS

FATI2 (Default]

exFAT

Restare device defaults

Wolurre [abel
[TosHza
Format options
R Quick Format
Cose

2. Make sure your PC is connected to the same local network as the QlAsphere Base is

connected to.

3. Open a web browser (e.g., Chrome™ or Mozilla® Firefox) and launch the QBAP by entering
https:// followed by the QlAsphere Base IP address into the address field (example:
hitps://192.168.8.104).

Note: Use a recent browser. Older browsers (like Internet Explorer®) may not correctly display
all features of the QBAP.
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Note: QlAsphere Base uses a self-signed certificate for the hitps connection. Therefore, the

browser may issue a security warning. Ignore the warning or add an exception to access the
QBAP.

4. The QBAP login screen appears. Enter user name admin and your self-defined password and

click Sign in.
- o x
Neuer Tab x & QBase x  +
C A Nichtsicher | 172.16.0.1 * O
App Intranet & QlAcube Connect I Services fir Mitarbe.. 4B Home |Salesforce  [8] LS Automation Tool. Linguee Deutsch-E.. @ QIAGEN Digital Libr. »

Login
User Name:
Network Settings
admin
o Password
Maintenance ‘

(=]

Instrument
Adminisiration

-

5. In the QBAP, click the System Time Settings menu.

6. Set the correct date, time, and time zone then click Update System Date & Time.

< C A Nichtsicher | 10.100.78.68/QBAP/time %* @

® tome [ Salesforce [§] LS Automaton Tool Linguee DeutschE.. @ QIAGEN DigialLibr.. B Sharefoint @) Giobsl Procuct Cha.. € JIRA »

System Time Settings
Network Settings System date and time: Thu Oct 22 10:02:57 UTC 2020
(] Date Settings
Maintenance

Day Month Year

22 ~ October  ~ 2020 ~
System Time Settings
Time Settings
Instrument Administration Hours Minutes  TimeZone

10 ~ 02 ~ Europe/Andorra -

=

Sign Out Update System Date & Time.

7. A confirmation about successful time and date update appears. Click Ok.
io| . i GE
Auf 10.100.78.68 wird Folgendes angezeigt:

System time and date updated successfully

8. If you have been logged out, log in to the QBAP again using your self-defined password.
9. Click the Maintenance menu.

10. Insert USB stick with the downloaded ZIP file into an available USB port of the QlAsphere

Base rear side.
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11. Click Mount USB.

& O-gase x4

< C A Nichtsicher | 10.100.78.68/QBAP/maintenance % 0 :

i Intranet s Qldcube Comnect 7 Services fr Mitarbe.. @ Home |Sslesiorce [§] LS Automation Tool.. Bl Lingues DevtschE.. @ QIAGEN Digtsl Uor.. @b Sharefoint [ Giobsl Product Cha.. @ JRA

% Q-Base Administration Portal

Maintenance

Network Settings Mount USB Unmount USB
o ? Click this button to mount an external Click this button to unmount an
aintenance USB drive. external USB drive.
System Time Settings
Update System Q-Base Reboot

Reboot

Instrument Administration Click this button to perform a Click this button to reboot Q-Base,

software update of the Q-Base.

®

SignOut.

Copy LogFiles
Stored QIAcube Connect

Run Reports 3
Click this button to copy the Q-Base
Current max. number of Run Reports: "12" og files to an external USB drive.

12. A confirmation that USB drive is successfully mounted appears. Click Ok.

- G
| Auf 10.100.78.68 wird Folgendes angezeigt:

USE drive mounted successfully.

13. In the Maintenance screen, click Update System.

14. The software is now updating. This will take about 10 minutes.

15. When message appears that the update was successful. click Ok.

16. Close the browser.

17. Remove the USB stick.

18. The QlAsphere Base will automatically restart and wait until User 1 LED is on.

19. Open a web browser (e.g., Chrome™ or Mozilla® Firefox) on your PC and launch the

QlAsphere Base Setup Portal (QBSP), formally known as QBAP, by entering https:// followed

by the QlAsphere Base IP address, e.g. https://192.168.8.104.

Note: If you cannot reach QBSP, connect QlAsphere Base port ETHO again to your computer
and enter URL https://172.16.0.1 in the browser to check the IP address in the overview

screen. It could have changed during the update process.

Note: Use a recent browser. Older browsers (like Internet Explorer®) may not correctly display

all features of the QBSP.

Note: QlAsphere Base uses a self-signed certificate for the hitps connection. Therefore, the

browser may issue a security warning. Ignore the warning or add an exception to access the

QBSP.
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20. The @BSP login screen appears. Enter the default user name admin and password
Qiagen@123 and click LOG IN.

QBAP x + - = S
€ > C A Nichtsicher | 172.16.0.1/#login/login % @
B Apps i Inanet 6 QlAcube Comnect 7 Senvies i Mitrbe., @ Home|Salesforce [] L5 Automaton Tool.. [l Linguee D @ QULGEN Digtal L. B SharePoint B Giosal Prockct Cha. € JRA

@J QlAsphere QlAsphere Base Setup Poral
Welcome
Log in 1o access the portal

\

21. Change the password as prompted according to the provided password guidelines, then
click Change password.

Note: Note down the new password.

22. The QBSP overview screen is displayed and your QlAsphere Base software is successfully
updated.

Qgap x o+

| 172.160.1/#app/overview * O

Connect ¢ Services fr Mitarbe.. @ Home |Salesforce  [§] LS Automation Tool..  Hll Linguee DeutschE.. @) QIAGEN Digital Libr.. [ SharePoint [ Giobal Product Cha.. € JIRA

© aasphere QlAsphere Base Setup Portal

@ Overview
= Date & Time . QIAsphere Base software version
T Network Configuration

Softwars Update 2:52, 22 Oct 202

Cloud Connection

(¢}
(@)
% Seftings “J  Ethernet Cloud connection
®

About

[ LogOut

The QlAsphere Base is now updated and it is already connected to your local network. You can
proceed setting up the QlAsphere in your lab. If you are using the QlAsphere Quick Start Guide,
proceed with step 3 of cloud or local mode setup instructions. If you are using the QlAsphere User
Manual, refer to section 4.1 or 4.2 to set up QlAsphere in cloud or local mode respectively, and

just skip the first step.
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4 Optional: QlAsphere Base Factory Reset

In case you have used the QlAsphere Base before and you do not remember the self-defined

password, you can set the QlAsphere Base back to factory settings.

j—

. Make sure no dongle is attached to the QlAsphere Base.
2. Plug in the QlAsphere Base power cord to turn it on.

3. Wait until User 2 and User 4 LED turn on.
4

. Open the service panel and press and hold the Reset button for 10 seconds.

5. User 1 LED blinks until reset is completed.

6. To turn QlAsphere Base off, wait until User 1 LED is off and unplug the power cord.
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